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VIRUS ATTACK ON

PERSONAL COMPUTER

Story 1: Virus Attack through external devices

Ramesh goes to a
cybercafé to take print
out of his documents.

I need to take print out
of a few documents. Let
me put the documents in
a USB drive and go to a
cybercafé.

Cyber Cafe

Cyber Cafe
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Ramesh plugs in the
USB drive and takes the
print out. He is unaware
that the computer in
cybercafé is infected with
virus.

As a result, the USB
drive too is now infected
with virus.
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Ramesh goes back
home.

Oh! | need to take more
print outs, let me put
more documents in the
USB drive.

Ramesh connects
USB drive to his
computer. The virus
gets transferred to his
computer.

The computer slows
down due to virus
infection.

Ramesh loses his
personal photos,
videos, games, scanned
documents, health
reports and other
important documents.

Ramesh regrets that he
did not install an
anti-virus software in his
computer.

e Computers/Laptops should have a firewall and anti-virus installed, enabled and\
running the latest version.

« Always scan external devices (e.g. USB) for viruses, while connecting to the
computer.

« Always keep the “Bluetooth” connection in an invisible mode, unless you need
to access file transfers on your mobile phone or laptops.

» Before disposing of computers or mobile devices, be sure they are wiped of any
personal information. For mobile devices, this can be done by selecting the
option for a secure reset/factory reset of the device. )
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